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ABSTRACT

Game semantics provides fully abstract (sound and complete) mod-
els for open program fragments with undefined, non-local, iden-
tifiers (e.g. library functions). This is achieved by using the “most
general” models for undefined identifiers, i.e. the most generic con-
text in which the program fragment will be inserted. Given a safety
property as an assertion, we want to find the most permissive mod-
els of undefined identifiers, i.e. the weakest safe context, that are
sufficient to ensure safety of the given program fragment.

To solve this problem, we present a novel approach that uses
symbolic game semantic models of open program fragments and
logical abduction. By using symbolic values instead of concrete ones
for integers, we represent algorithmic game semantics of program
fragments with unbounded integers as finite-state symbolic au-
tomata that are amenable for automatic reasoning. Then, we reduce
the problem of inferring minimal assumptions on the behaviors of
undefined identifiers in order to prove safety of the given program
fragment to a logical abduction task. We evaluate our approach and
demonstrate its practicality via several examples.
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1 INTRODUCTION

Many programs today contain library methods whose source code
is unavailable or too complex to be verified. To verify such open
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program fragments, we need to know the models (specifications) of
these library methods. In this work, we want to find a weakest model
(minimal assumptions) for each undefined identifier that ensures
correctness (safety) of a program fragment calling these identifiers.
We refer to this as a weakest safe context synthesis problem.

We study this problem in the game semantics setting. Game
semantics [2, 22] is a technique for building models of program frag-
ments that are fully abstract, i.e. sound and complete with respect to
observational equivalence. Its algorithmic subarea [1, 8, 9, 19, 21, 23]
aims to apply game semantics models to software verification by
providing concrete automata-based representations for them. Here,
we use a symbolic representation of algorithmic game semantics
[10-12] where symbolic data values are used instead of concrete
ones for representing integers. This allows us to obtain compact
models of program fragments with infinite data types, such as
integers, by using finite-state symbolic automata. Each complete
symbolic play (accepting word) in the model represents one pos-
sible execution path of the program fragment, which is guarded
by a conjunction of constraints on the symbols, known as play
condition, which indicate under what conditions this symbolic play
(execution path) is feasible. We say that a program fragment is
safe if no program execution violates an assertion. Hence, we can
use symbolic game semantics models to efficiently verify safety of
program fragments. To ensure full abstractness, game semantics
uses by default the “most general” (the “weakest possible”) models
for all free identifiers, thus providing a generic closure of a program
fragment.

To address the weakest safe context synthesis problem, we use a
counterexample guided synthesis loop with verification and logical
inference technique called abduction [3, 4, 14] at its core. Abduction
is a technique of backward logical reasoning for inferring missing
hypothesis in a logical inference task. More specifically, suppose
we have a premise P and a desired conclusion C for an inference (P
and C are generated as constraints on symbols from the program’s
model). Abduction infers the simplest and most general explanation
E such that (1) P A E | C and (2) P A E |~ false. The first condition
states that the abduction solution E together with premise P should
imply conclusion C, while the second condition states that the
abduction solution E should not contradict premise P. The iterative
procedure starts by setting the “most general” models for all free
identifiers as initial candidate models. Given candidate models for
free identifiers (context), we invoke a verifier to check if they ensure
safety of all execution paths of the given program fragment. If no
counterexample is found, the procedure terminates by reporting the
current candidate models. Otherwise, the counterexamples found
by the verifier are used by our abduction-based synthesis approach
to infer new stronger candidate models for free identifiers. The


https://doi.org/10.1145/3672608.3707849
https://doi.org/10.1145/3672608.3707849

SAC 25, March 31-April 4, 2025, Catania, Italy

procedure is then repeated on the updated candidate models. Since
our procedure only analyzes implementations of terms (clients)
but not of undefined identifiers (libraries), models inferred by our
procedure represent specifications that must be checked against
implementations of undefined identifiers.

We implemented our approach in the Symbolic GameChecker
tool [10, 13], which is used for generating and verifying symbolic
game models of program fragments. It also calls the EXPLAIN tool
[4] for solving logical abduction tasks in the combination SMT
theory of linear arithmetic and propositional logic. We show how
our approach can efficiently synthesize weakest safe models of
unknown identifiers in a variety of examples.

The main contributions of this paper are: (1) We define the weak-
est safe context synthesis problem in the game semantics setting;
(2) We present a counterexample guided synthesis algorithm that
uses verification and logical abduction for solving this problem; (3)
We present an implementation of our approach and demonstrate
its practicality via several examples.

1.1 Related Work

The closest to our approach for inferring weakest safe specifications
with respect to assertion properties is the work by Albarghouthi
et al. [3]. They propose a fully logic-based solution that leverages
abduction. They assume existence of a verification tool that is ca-
pable of generating one or more counterexamples. For the reported
counterexamples, they generate abduction problems and use their
solutions to infer the required specifications. In this work, we define
the weakest safe specifications synthesis in the settings of game
semantics. This brings several distinctive features to our approach,
such as: very precise models of second-order functional-imperative
programs that take into account all possible contexts. In contrast,
the work [3] considers state-based C imperative programs that
have some undefined procedures, so the generated specifications
represent relations over their arguments and returns.

Logical abduction has found a number of applications in program
analysis and synthesis. An abduction algorithm for first-order SMT
theories is described in [4] for computing a maximally simple and
general solution. This form of SMT-based abduction has also been
applied for loop invariant generation [6], and for error explanation
and diagnosis of error reports generated by verification tools [5]. It
has also been shown how abduction can be used in program syn-
thesis either to infer concrete predicates to plug in for the missing
‘if’ guards in partial programs [7] or to fill the missing holes in
program sketches [15, 16] with arbitrary expressions [14].

Game semantics for full Idealized Algol has been defined by
Abramsky and McCusker [2]. The first applications to software
model checking were proposed by Ghica and McCusker [21] by
introducing the algorithmic game semantics of [A, with finite data
types. Several model checking tools based on this representation
have been developed [1, 9, 23]. Symbolic game models for [A; with
infinite data types have been introduced [10], and several their
applications for verifying software product line [17, 18] have been
proposed in [12, 13]. Moreover, Lin and Tzevelekos [24, 25] have
defined symbolic execution game semantics in order to verify open
higher-order programs [25] and their contextual equivalence [24].
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Figure 1: Symbolic game model of M in first iteration.

2 MOTIVATING EXAMPLE

Consider the following program term M:

f : com"T = expint/, abort : com@bort

newijnt x :=0in
assert (f(x :=lx+1) >Ix) : com

where undefined identifiers are a call-by-name function f and com-
mand abort, which is executed when the assertion fails, and !x is a
de-referencing operation for reading the value in variable x.

First iteration. Our approach starts by setting the weakest pos-
sible context as the initial candidate models for free identifiers,
i.e. the given term M can be placed in all possible contexts. This
means that the undefined call-by-name function f, which may call
its argument zero or more times, is represented by the most gen-
eral model [10, 21]: qf - (runf*1 - done/\)*-?NS . The moves tagged
with f represent effects of calling qf and returning an integer via
symbol N from function f, while moves tagged with f, 1 are effects
of function f calling (run/"!) and returning (donef 1) its argument.
Since the argument may be called an arbitrary number of times, we
use the Kleene closure *. In effect, in the first iteration we obtain
the game semantics model of M as shown in Fig. 1. The dashed
edges indicate moves of the environment (O) and solid edges moves
of the term (P). Accepting states are designated by an interior circle.
Observe that the term communicates with its environment using
non-local identifiers f and abort. So in the model will only be rep-
resented actions associated with f and abort as well as with the
top-level type com of M. The symbol X is used to keep track of the
current value of the local variable x. Note that symbol X occurs
only in conditional part of moves. E.g., guarded move [X =0, run)
initiates execution of M with run under condition that X=0.

Each time the term (P) calls f to be executed with the move qf (or
signals termination of the execution of its argument with the move
done" 1), the environment (O) either signals successful completion
of f by returning a symbol NS of type int or calls its first argument
with run/"!. When the function f has completed by returning an
answer N, the term (P) can either terminate successfully with done
if (N> X); or it can execute abort and terminate if (N < X). The
shortest unsafe play in the game model of M is:

[?X =0, run) - qf~?Nf - [N <X, run“bort> - done®™°™ . done
After instantiating input symbols ?N with fresh symbolic names:
(X =0,run) - ¢ - NS - [N < X, run®™) . done®°™ . done

This instantiated symbolic play is feasible since its condition (X =
0 AN < X) is satisfiable for (X = N = 0). Our goal is to synthesize
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Figure 2: Symbolic game model of M in second iteration.

amodel of f that ensures that the above unsafe play is infeasible. To
do so, we use this play to construct the following abduction query:
X =0ARp(N) = (N > X). The left-hand side of the implication
encodes the constraints of the play up to the abort moves, where
the unknown predicate Rf(N ) encodes the constraint on the result
N returned by f. The right-hand side of this implication encodes
the postcondition ensuring that abort is not called (assertion is
valid). The weakest solution is: R¢(N) = (N >0). By projecting the
above unsafe play on behaviours of f, we obtain the restricted safe
play of f: ¢/ - [?N>0, N/). This play specifies that if f is a strict
function that does not call its argument, then f must return a value
greater than 0 in order M to be safe.

Second iteration. If we use the above restricted safe play for the
case when f is a strict function, the candidate model of f becomes:
qf- ([?N >0, NOY+ (runf-1. donef’l)+-?Nf), We invoke the verifier
again to check whether this candidate model for f is sufficient to
prove safety of the inferred game semantics model of M, which is
given in Fig. 2. The verifier discovers that this model is still too
weak by reporting the shortest feasible (instantiated) unsafe play:

[Xo=0, run) - qf - [ X1=Xo+1, runf’1> - done/1 . NS

[N <Xy, run®°ry . done®®°"t . done
This play is feasible for (Xo = 0 A X; = N = 1). Following the
same procedure as above, we construct the abduction query: Xy =
0AX1=Xo+1ARf(N) = (N > Xj). By solving it and projecting
the above unsafe play on behaviours of f, we obtain the restricted
safe play of f: ¢ - runft. done/! - [?N>1,Nf). It specifies that
if f calls its argument once, f must return a value greater than 1 in
order M to be safe.

Next iterations. By searching the model of M up to a (user-
defined) bound d € N, ! we find that the weakest safe environ-
ment contains behaviours of f in which if f calls its argument k
times (k < d) the returned value of f is greater than k. That is, the
weakest safe model specification for undefined f is:

¢ (¢, (run’! - done/)k - [2N >k, NT))

3 SYMBOLIC GAME SEMANTICS

In this work, we consider Idealized Algol (IA), a well studied meta-
language in semantics community [26] that enables functional
(typed call-by-name A-calculus) and imperative programming. For
the aim of constructing automata-based representation of game se-
mantics, we consider its second-order recursion-free fragment (IA

INote that the model of M has a cycle, so we need to have a bounded exploration of it
to guarantee that the search for unsafe plays will terminate in finite time.
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for short), where only first-order functions are allowed. Its types
are: D == int | bool, B :=expD | com | varD, T :==B | B — T,
where D, B, and T stand for data types, base types, and first-order
function types, respectively. The syntax is:

M :=x|v|skip|diverge| Mop M | if M then M else M | while M do M
| M;M |M =M |!M | newp x:=vin M | mkvarpMM |Ax.M | MM

where x ranges over a countable set of identifiers, and v ranges over
constants of type D, which includes integers (n € Z) and booleans
(tt, ff). Well-typed terms are given by typing judgements of the
formT + M : T, where T’ = x1 : T,...,xx : Ty is a type context
consisting of a finite number of typed free identifiers. Typing rules
are standard [2, 26], but the general application rule is broken up
into linear application and contraction rules:

TFrM:B—-T ArN:B o T,x1:T,x0: T M: T’

IL,AFrMN:T T,x:TFM[x/x1,x/x2] : T’
where M[N/x] denotes the capture-avoiding substitution of N
for x in M. We use these two rules to have control over multiple
occurrences of free identifiers in terms.

The operational semantics of IA can be found in [2, 26]. Given
a closed term M : com, we say that M terminates if M reduces
to skip. We define a program context C[—] : com to be a term with
zero or more holes [—] in it, such that if I' + M : T is a term of
the same type as the hole then C[M] is a well-typed closed term
of type com. T + M : T is an approximate of T + N : T, written
T'+ M C N, iff for all contexts C[-] : com, s.t. + C[M] : com and
+ C[N] : com, if C[M] terminates then C[N] terminates.

We now give a brief overview of symbolic representation of the
algorithmic game semantics for IA [10]. Let Sym be a countable
set of symbolic names, ranged over by upper case letters X, Y, Z.
For any finite W C Sym, the function new(W) returns a minimal
symbolic name which does not occur in W, and sets W := W U
{new(W)}. A minimal symbolic name not in W is the one which
occurs earliest in a fixed enumeration of all possible symbolic names.
Let SExpP be a set of symbolic expressions of type D generated
by data values (v € D), symbols (XP € Sym), input symbols (2XP),
and arithmetic-logic operations (op) of type D. We omit to write D

LAPP

when clear from the context. The input symbols ?XP represent a

mechanism for dynamically generating new symbolic names. More

specifically, ?X creates a stream of fresh symbolic names, binding

X to the next symbol from its stream whenever ?X is evaluated.
For each type T, we define alphabet A| 7| as follows:

Allint] =2, Affbool]) = {tt. [} Affexpp ={ G YA DY
Alcom])= frun, done}, A|[varp)) = {write(a), read, ok, ala A p |}

_ (i)
ﬂ[[3§1>—>._.—>3,ik>—>311_ Z ﬂ[[B 1 AB

1<i<k
Here, + denotes a disjoint union of alphabets. Function types are
tagged by a superscript (i) to keep record from which type, i.e.
which component of the disjoint union, each move comes from. The
letters in the alphabet A 1) represent the moves, i.e. observable
actions that a term of type T can perform. Each move is either
a question (a demand for information) or an answer (a supply of
information). For expressions in Al[expD]]> there is a question move
q to ask for the value of the expression, and values from A py) to
answer the question. For commands, there is a question move run to
initiate a command, and an answer move done to signal successful
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termination of a command. For variables, there are question moves
for writing to the variable, write(a), which are acknowledged by
the answer move ok; and a question move read for reading from the
variable, which is answered by a value from A|py;.

qgu
The guarded alphabet ﬂ[[T]]’

guarded letters [b, @) where b € SEpr°°] is a boolean condition
and a is a symbolic letter that represents a move from Ay
in which all data values v € D are replaced with symbolic ex-
pressions from SExp”. For example, ﬂ?[uexpD]] ={[b,q),[b, ) |

b e SEprOOI,a € SExpP} and ﬂ?[ucom]] = {[b, run), [b, done) |

b € SExpP®°!}. A guarded letter [b, ) is a symbolic letter & only
if b evaluates to true otherwise it is the constant . We will of-
ten write only a for the guarded letter ¢, a). A word [b1, 1) -
[b2, a2) ... [bn, an) can be represented as a pair [b, w), where b =
b1 Aba A...ADbyis aboolean conditionand w = a1 - a2 ... a, is a
word of symbolic letters.

For any (f-normal) IA, term, we define a (symbolic) regular-
language which represents its game semantics, i.e. its set of com-
plete symbolic plays. A play is a sequence of moves played by
two players in turns: P (Player) which represents the term being
modeled, and O (Opponent) which represents its context. Every
complete symbolic play represents the observable effects of a com-
pleted execution path of the given term. It is given as a guarded
word [b, w), where b is also called the play condition. Assump-
tions about a symbolic play to be feasible are recorded in its play
condition. For infeasible plays, the play condition is unsatisfiable.
For any term I' + M : T, we define semantics valuation func-
tion [[T + M : T]luf, where u! is an environment mapping free
identifiers x : T” in T to their semantics definitions (i.e. regular

f[”Tﬁ)]‘f) The regular expression [[T + M : T]] ul

is defined by recursion on the syntax over the guarded alphabet:

u U(x u
Atery = (Zerver AfLY) + A
ing to types of free identifiers are tagged with their names to in-
dicate the origin of moves. Hence, [T’ + M : T]lu’ contains only
moves associated with types of free identifiers from I' and moves
of the top-level type T of M.

Free identifiers x : B§1> - ... B;{k> — B are represented by the

induced by A7y, is a set of

expressions over A

I’ where moves correspond-

so-called copy-cat regular expressions, denoted by ul (x) which
contain all possible behaviours of terms of that type, thus providing
the most general context for an open term (see [10] for definitions
of all u” (x)). For example, we have:

ul'(x : expD) = q- ¢*)2N) . N
r (1) (k)
u (x:expDy '—...expD;"’ — expD) =
q- q<x>. (Si<ick q<x,i> . q<i>.?Zi<‘> . Zi<x’1>)*-?X<x> X

When a call-by-name non-local function x with k arguments is
called, it may evaluate any of its arguments, zero or more times, in
an arbitrary order (hence, the Kleene closure *) and then it returns
any allowable answer from its result type. Thus, u! (x) describes
the generic behavior of a sequential function x. Game semantics of

a free identifier x : B§1> — . .,Blik> — Bis:

([T, x : Bix’1>—>_ . .B]ix’k>—> B®px Bi”—). . .B]ik>—> Blluf =uf (x)
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The representation of constants is standard: [[T'Fo: expD]]ur =
g-o, [[Trskip:com]lul =run- done, [[T+diverge:com]jul =0.
E.g., a constant v is modeled by a play where the initial question ¢
that asks for the value of this expression is answered by constant v.

The representations of some language constructs “c” are given in
Table 1. Observe that letter conditions different than ¢t occur only in
plays corresponding to “if” and “while” constructs. In the case of “if”
construct, when the value of the first argument given by the symbol
7299 s true then its second argument is run, otherwise if =7 is true
then its third argument is run. In the case of “while” construct, the
guard of while produces the symbol Z bool 45 answer, so the model
is an iteration of plays consisting of the guard producing Z as true
concatenated with complete plays of the body, followed by one
single play of the guard producing —Z as true. A composite term
c(Mj, ..., My) built out of a language construct “c” and subterms
M;, ..., My is interpreted by composing the regular expressions
for My, ..., My and the regular expression for “c”. E.g., [T + M :=
N :com]] = [T F M : varDV]) o [[T + N : expD{®]] o [[:=:
varD{Dx expD<2> — com]]. Composition of regular expressions (o)
is defined as “parallel composition followed by hiding” in CSP style
[2]. The parallel composition is matching (synchronizing) of the
moves in the shared types, whereas hiding is deleting of all moves
from the shared types [10]. The cellgx> regular expression in Table 1
is used to impose the good variable behaviour on a local variable x
introduced using newp x:=v in M. Note that X is a symbol used
to track the current value of x. The cellg’(> behaves as a storage
cell and plays the most recently written value in x in response to
read, or if no value has been written yet then answers read with
the initial value v. The model [[T + newp x:=v in M]] is obtained
by constraining [[T,x : varD + M]| to only those plays where x
exhibits good variable behaviour described by Ce|l§x>, and then by
hiding all moves of x since local variables are not visible outside
of their binding scope [10]. The linear application is defined as
[LLAFMN:T] = [[A+N:BU] o [T+ M:BD > T]. The
contraction [[T,x : T + M[x/x1,x/xz] : T']] is obtained from
([T, %1 : T ey« T2 1 M T’]], such that the moves of x; and
xo are de-tagged so that they represent actions of x.

3.1 Weakest Safe Environments

The following formal results are proved before [10].

ProposITION 3.1 ([10]). For any IAy term, the set [[T + M : TNt
is a (symbolic) regular-language without infinite summations defined
over its effective finite alphabet. Moreover, a finite-state symbolic
automata A[[T + M : T]|u® recognizing it is effectively constructible.

Given a complete symbolic play [b,w) € L([[T v M : TTlu"), we
now show how to generate the corresponding complete concrete
plays, in which concrete values are used instead of symbols. Recall
that an input symbol ?Z creates a stream of fresh symbolic names
for each instantiation of ?Z. Thus, whenever ?Z is met in a sym-
bolic play, the mechanism for fresh symbol generation is used to
dynamically instantiate it with a new fresh symbolic name from its
stream. This symbolic name binds all occurrences of Z that follow
in the play until a new ?Z is met which overrides the previous
symbolic name with the next symbolic name taken from its stream.
For example, the unsafe play corresponding to program path of the
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[[!: varDD — expD]l = ¢q- read V-2zV) . 7

[[op: expDi1> X expDé2> — expD]] = q- ¢V2Z0 . ¢(202727¢2) . (Z 0p Z')
I[; : com{® x com{? — com]| = run- runf? . done? - run® . donet? - done
[[if - eprool<1> x com{?) x com(3 — com]| = [tt, run) - [tt, q<1>) - [t ?Z<1>)~
([z, run’?) - [tt, done<2>) + [~Z, run3 - [t1, done<3>)) - [tt, done)
[[while : epr00|<1>>< com(2) — com]| = [tt, run) - [tt, q<1>) - [t ?Z<1>) ([z, run<2>) - [tt, done<2>) - ¢t q<l>) - [tt, ?Z<l>))* - [=Z, done)
[=: varD{D x expD<2> — com]| = run- q<2>-?Z<2>- write(Z)<1>- ok{1) . done

cellf,x> = ([?X=v, read<x>) Xy (write(?X)<x> - ok{X). (read<x>-X<x>)*)*

Table 1: Symbolic representations of some language constructs

motivating term M from Section 2 where f calls its argument once
is: [?X = 0, run) - qf C[?X = X+1, runf1) - done/12NT . [N <
X, run®0y . done®" . done. After instantiating its input sym-
bols ?X and ?N, we obtain the play: [Xo = 0,run) - ¢/ - [X; =
Xo+1, runf1y - done/1 - NS - [N < X1, run®®°ry . done®®°" . done,
where Xy, X1, and N are different symbolic names generated by
streaming symbols ?X and ?N. We write [[b, w)) for the symbolic
play obtained after instantiating all input symbols in the play [b, w).
Let Eval be the set of evaluations, i.e. the set of total functions
from W to A[ine]) Y A[bool]]- We use p to range over Eval. Given a
word of symbolic letters w, let p(w) be a word where every symbolic
name X is replaced by the concrete value p(X). Given a guarded
(instantiated) word [[b, w)), define p([[b,w))) = p(w) if p(b) =
true; otherwise p([[b, w))) = 0 if p(b) = false. The concretization of
a symbolic regular-language is defined as: y (L(R)) = {p[[b, w)) |
[b,w) € L(R), p € Eval}. Let ([[T + M : TTlub )R denotes the set
of all complete concrete plays obtained as in [21], where concrete
values and infinite summations in regular expressions are used.

PROPOSITION 3.2 ([10]). For any IAy term, y ([T + M : Tlul) =
([[T F M : T]Ju")CR,

Suppose that there is a special free identifier abort of type com.
We define an assertion: assert =Ab:expbool.if b then skip else abort.
We assume that there is only one assertion in term I' + M and
Ass(M) denotes its boolean expression. I' + M is safe iff T' +
M{skip/abort] © M[diverge/abort]; otherwise it is unsafe. A play
(abort)
[[com]]”

ProposITION 3.3 ([10]). T + M : T is safe iff all plays in [T+ M:
TTuL are safe.

is safe if it contains no moves from A otherwise it is unsafe.

We use u to denote an environment mapping free identifiers
x : T € T to symbolic regular-expressions defined over the alphabet

ﬂf{%?. We write [[T'+M:T]|u for the game semantics of T+ M:T,

where every x € T behaves according to its specification u(x).

Definition 3.4 (Safe Environment). We say that an environment u
is safe for aterm I't M : T if [[T+M:T]Ju contains only safe plays.

While safe environments are sufficient for ensuring safety, they
may be stronger than necessary. For example, u(x) = 0 for all
x € T is always safe environment. Since we want to synthesize
weakest safe environment, we define partial order on environments.
We write u > u’, and say that u is weaker than u’, if we have: (i)
Vx € Ty (u(x)) 2 y(u'(x)); (i) 3x € Ty (u(x)) # y('(x)).

Definition 3.5 (Weakest Safe Environment). We define the weakest
safe environment u* for T+M:T, if (i) [[T+M:T]lu* is safe; (ii) for
all u, such that u > u*, [[T+M:T]|u is not safe.

That is, u* is the weakest safe environment for T'- M : T if we
cannot weaken any u*(x) while preserving safety of [T+ M:T]Ju".

4 ABDUCTION

Standard abduction facilitates the inference of a single unknown
predicate R(x) defined over a vector of variables x, known as ab-
ducible, from a formula R(x) Ay = C.Thatis, the standard abduc-
tion finds a formula ¢ over variables x, such that (1) ¢ A y [~ false;
and (2) § A y [ C. A solution ¢ to the standard abduction problem is
an interpretation of R(x) that consistently strengthens the left-hand
side of the implication in order to make the implication logically
valid. Every solvable abduction problem has a unique logically
weakest solution (up to logical equivalence). The Abduce(y, C, x),
which computes the logically weakest solution of “R(x) A y = C”,
is implemented in the EXPLAIN tool [4].

We now define (linear) multi-abduction that allows the inference
of multiple unknown predicates defined over different variables.

Definition 4.1 (Linear Multi-Abduction). Given AT_; R;i(x;) A
x = C, the (linear) multi-abduction finds a mapping A from each
R; to aformula ¢; over variables x;, such that (1) AIL; ;A x [~ false;
and (2) AL, ¢ A x EC.

A solution A is a logically weakest solution if no ¢; can be weak-
ened. That is, for any ¢’ that is logically weaker than A(R;) = ¢;,
the mapping A[R; — ¢’] is not a solution. In contrast to stan-
dard abduction problems, (linear) multi-abduction problems do not
have unique weakest solutions (see [3] for details). The procedure
MultiAbduce(y, C, A) that takes as input formulas y and C as well
as a set A of abducibles of the form R;(x;), and computes the
logically weakest solution A of the multi-abduction problem is de-
scribed in [3]. In short, it first calls Abduce(y, C,vars(A)), where
vars(A) is the set of all variables in A, in order to solve the follow-
ing standard abduction problem: R* (vars(A)) A y = C. That s,
all abducibles Ry, ... Ry, in A are combined into one abducible R*.
Thus, a solution i/ to R* contains all solutions to Ry, ... R,. There-
fore, the solution i to the above problem is decomposed into a set of
formulas ¢, ..., ¢, defined over x;, ..., x, respectively, such that
Aigpi = ¢ and @y, ..., P are as weak as possible. The decom-
position is performed by first finding an initial solution A that for
each R; has an interpretation of the form x; = m; (m; is a vector of
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constants), which is obtained by finding a model M of (y A ¢) and
setting x; = M(x;). To weaken the solution for any R;, we fix the
solutions for all other R;’s and solve R;(x;) A AjzjA(Rj) = ¢
by calling Abduce(A;ix;A(R}), ¥, x;). That is, we use the current
solution for all other R;’s and infer the weakest R; that still implies
. We refer to [3] for more details on this procedure.

PROPOSITION 4.2 ([4]). If the abduction problem is solvable, then
MultiAbduce(y, C, A) terminates with a weakest solution contain-
ing a fewest number of variables.

5 SYNTHESIZING WEAKEST SAFE
ENVIRONMENTS

Aterm T + M : T is called simple (linear) if it can be typed without
applying the contraction rule to any free identifier from I'. We
can only use the linear application rule, where every linear free
identifier can be used exactly once in the derivation of M. In this
section, we first present our synthesis algorithm MinSafeEnv for
simple terms, and then we generalize it for arbitrary terms.

Algorithm. Algorithm 1 describes our procedure, MinSafeEnv,
for synthesizing a weakest safe environment. It takes as inputs a
simple termI' - M : T and a bound d € N, and returns as output
the weakest safe environment u* for I' + M : T. Given a candidate
environment u, we construct a symbolic automaton [[T'+M:T]lu
and invoke a verifier (model checker) at line 3 to check it and
thus establish if the current candidate environment ensures safety
of all execution paths of M. Initially, u is set to the most general
environment u' (line 1). If the verifier finds no unsafe feasible
play, then MinSafeEnv terminates reporting the current candidate
environment u as the weakest safe (line 4). Otherwise, the algorithm
goes through a refinement loop where the found unsafe feasible
plays are used to generate stronger candidate environments u’ until
[[T+M:T]lu’ is proven safe. In particular, the counterexample ¢
reported by the verifier is used to encode a multi-abduction query
at line 5. By solving the query at line 6, we generate a new updated
environment u at line 7 and continue our refinement loop.

Verify. The model checker is aiming to find a feasible unsafe
play in the symbolic model [[T'+M:T]lu with respect to the given
assertion in M. However, the presence of while commands and free
identifiers of function types introduces infinite plays (traces), i.e. a
cycle, in [T+ M:T]Ju. Hence, the verification may not terminate for
safe terms when there are longer and longer infeasible unsafe plays,
or the model may contain an infinite number of feasible unsafe
plays thus preventing MinSafeEnv to terminate. To address this
termination problem, we use a bound d € N to define a bounded
exploration of the symbolic model. In particular, we place a numeric
bound d (instead of Kleene closure *) on the number of iterations of
the while-loop and on the number of times an undefined function
can call its arguments.

[[while : exp<l> x com(® — com]| =
run - q<1>~?Z<1> . Z;io([Z, runs®y - donef? . q<1>~?Z<1>)l - [~Z, done)
u(x: Biw—’- . <B£k>*6XPD) =q- ¢ 38 (Zi<ick Rf;f’i))l‘?N<x> N
As a result of the above definitions, we obtain a bounded model of

aterm T'+M:T, denoted [[T+M:T]|%u, which is verified by a call
Verify([[TFM:T]|%).

A.S. Dimovski

Algorithm 1: MinSafeEnv(T + M : T, d)

1u=ul;

2 while true do

s | c=Verify([[TFM:T]%);

4 if ¢ == null then return u;

5 X, A = Encode(c);

6 A = MultiAbduce(y, Ass(M), A) ;
7 u = Update(u,c,A);

The procedure Verify([[T+M: TT1%u) uses model checking al-
gorithms [10, 20] to search for feasible unsafe plays in the symbolic
automaton [[T F M:T]|%u. This boils down to checking if an ‘unsafe’

[b mnabort

state ¢’ with transitionq = — ¢’ is reachable in the model. We
use the breadth-first search (BFS) algorithm to visit all states in the
model that are reachable from the initial state and check whether
one of them is ‘unsafe’. This way, BFS finds the shortest unsafe play
(run®°' occurs earliest in it). When an unsafe play is found, we
call an external SMT solver (e.g. Yices) to check consistency (i.e.
satisfiability modulo the background theories) of its play condition.
If the condition is consistent, the corresponding counterexample is
reported. Otherwise, the BFS continues with the search.

Using Propositions 3.1, 3.2, and 3.3 and the bounded exploration
of models, we can prove:

ProposITION 5.1. Verify([[T +M:T]|%) is correct and termi-
nates modulo the exploration bound d and decidable theories in SMT.

Encode. We now present a technique that encodes a counterex-
ample c into a single multi-abduction query. The procedure Encode
takes as input an instantiated play c, and constructs a formula
x and a set of abducibles A as follows. The play c is of the form:
[b1,a1) ... [bp, ap ) [bryiimAss(M), run®orty. done®ort | by, an).
The formula y includes all boolean conditions that occur in moves
up to run®bort (but excluding =Ass(M)). Thatis, y = i?:ll b;. For all
symbols of the form N{¢9) that occur in symbolic parts of moves,
that is in a; for 1 < i < k, we introduce a predicate R;qy(N) that
represents the unknown constraint of the component (free identi-
fier from I or M) corresponding to (tag). We define a set A of all
such obtained predicates Rqq (N). The constructed multi-abduction

query is: (AR, (N) e Reag(N)) A (A bi) = Ass(M).

Example 5.2. Consider the term: x : expint”, y : expint¥, abort :
com@0rt | assert(x + y > 1) : com. The model of this term for
initial environment u! is: run- ¢<-2X* - q¥-2YY - ([X+Y > 1, done) +
[X +Y < 1, run®ory . done®°" . done). The instantiated shortest
unsafe play is: run- ¢ - X* - q¥-YY- [X+Y < 1, run®™y . done®?or.
done, and the multi-abduction query is: Ry (X) ARy (Y) = (X+Y 2
1). This is an example of a multi-abduction query that has more
than one weakest solution. Two solutions are Ry (X) = (X > 0),
Ry(Y) = (Y = 1);and Re(X) = (X 2 1), Ry(Y) = (Y > 0). The
procedure MultiAbduce will return one of them.

Update. Given a (uninstantiated) counterexample ¢ and a solu-
tion A to the multi-abduction problem inferred from it, we now
show how the current candidate environment u is updated by call-
ing procedure Update(u, ¢, A). For each free identifier x : T € T, we
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generate a restricted play ¢y to x by gathering all moves in ¢ that are
associated with x. For any move of the form [b, ?N (7)) in ¢y, where
we use superscript (x, 0)to denote the tag (x), such that the predicate
Ry j(N) exists in A, we replace that move by [bAA(Ry,j(N)), NXJY,
where the first occurrence of N in A(Ry,j(N) is replaced with ?N.
The obtained restricted safe play is denoted ¢y [A]. Then we update
u(x) with (u(x)\cx) Ucx [A]. If the multi-abduction query does not
have a solution, we update u(x) with (u(x)\cx) since there are no
feasible safe paths in M when free identifiers behave as in c.

Example 5.3. Reconsider the term from Example 5.2. The coun-
terexample c¢ is: run - ¢<-2X* - g¥-2YY - [X + Y < 1, run®borty .
done®®™ . done, and the solution A is Ry (X) = (X > 0), Ry(Y) =
(Y = 1). The restricted plays are ¢y = ¢*-?2X* and ¢, = ¢¥-?YY.
Let 1’ be Update(u,c, A). Then, u’(x) = ¢ - [?X > 0,X*) and
wW(y)=q¥-[?Y > 1,YY).

Example 5.4. Reconsider the term M from Section 2. In the second
iteration, the counterexample c is: [Xo = 0, run) - qf X1 =Xo+
1, runf’l) . donef>! . NI . [N <Xy, run“b"”) - done®°™ . done, the
solution A is Rp(N) = (N > 1), and the current environment is
u(f) = qf ([?N >0, NOY+ (runf-t. donef’l)+-?Nf), The restricted
playiscy = qf -runf"1. done/"1.2NS and the updated environment
isu' (f) = qf . ([?N>O,Nf) +run1 - done/t - [2N > 1, N/ +
Sks2(runf>l - done1)k.2NS).

Generalization. Let I' + M : T be an arbitrary term in which
identifiers from I' may occur multiple times in M. Let I + M” : T
be derived without using the contraction rule for I, such that
I'+ M : T is obtained from it by applying the contraction rule for
identifiers from T. First, we compute v’ = MinSafeEnv(I’ + M’ :
T,d). Then, we define a new environment u whose domain is the
set of identifiers from I'. For each identifier x € T that has multiple
occurrences xi, . . ., X; € I in one execution path of M, we define
one behaviour (play) of u(x) to be concatenation of behaviours
(plays) of 4’ (x1), ..., u’ (xr), where the first play u’(x1) describes
the behaviour of first call to x in M, the second play u’ (x2) describes
second call to x in M, etc.

Example 5.5. Consider the term

n : expint{™, abort : com@Port

newijnt x := 0 in
while (!Ix < 3)dox :=!x +n;

assert(!x < 6) : com

where n is an undefined expression. Its symbolic model is: [?X =
0, runy - ([X < 3,¢™) - [2X = X2N,N™)* . ([X 23 A X <
6, done) + [X >3 A X > 6, run®®ry . donedbort . done). Assume the
exploration bound is d = 3. The shortest feasible unsafe play is:
[Xo=0, run) - [Xo <3, ™) - [X1 =Xo+No, N\™) - [X1 23 A X1 >
6, run®°ry . done®®°™ . done. The corresponding abduction query is:
RNU (No) A (Xo=0AXo<3AX1=X0+Nyp A X1>23) = (X1<6).
The solution is: Ry, (Ng) = (3 < Np <6). The corresponding safe
play for n when n is called once (i.e. body of while is executed
once) is: q<"> - [3 <N <6, N{m)y, Similarly, we obtain safe plays
for n when n is called twice (i.e. body of while is executed twice)
to be: q<”> -[0<IN <2, N<”>) . q<"> -[1<N < 4,N<”>), as well as
when n is called thrice (i.e. body of while is executed thrice) to be:
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read¥ 2vY [?P=Y A I>k, done)
OO "C o

[?P=Y AI<k, read® 1]y

1l

-
=0A?k>0, run)

[2r
(uop Y LIV I+I

[Z < PA2I=T+1AI <k, read® |11y

-~

start

Figure 3: The game model for the linear search term.

dm - [0<N <1, Ny - g [0 2N <1, Ny . ¢{m . [1 <N <
4, N™) That is, u(n) = (¢'™- [3<N <6, N{™)) + (¢{™ . [0 <N <
2, Ny g(m.[1 2N <4, NMY) 4 (¢ [0 <N <1, N{my. ¢ [0 <
INSLNMY . i) [1<2N <4, N(Y),

Correctness. By Proposition 5.1 and Proposition 4.2, we can prove:

THEOREM 5.6. The procedure MinSafeEnv(T' + M : T,d) termi-
nates and is correct modulo the exploration bound d and decidable
theories in SMT and abducible solvers.

6 IMPLEMENTATION

We have extended the Symbolic GameChecker tool [10] to develop
a prototype implementation of our approach for generating weakest
safe environments of open terms. Symbolic GameChecker converts
any IAj term into a symbolic automaton representing its game se-
mantics, and then performs bounded exploration of the automaton
for feasible unsafe traces (plays). It calls an external SMT solver,
Yices (http://yices.cslsri.com) to determine satisfiability of play
conditions, and the EXPLAIN tool [4] to solve the SMT-based multi-
abduction query. The tool is implemented in Java and can be found
at: https://aleksdimovski.github.io/symbolicgc.html. (ver-
sion for weakest safe contexts). We now illustrate our tool.
Consider the following version of the linear search algorithm:

x[k] : varint*I=] . expint¥, abort : com®°rt ¢
newint i :=0 in newjnt p ==y in
while (i < k) do {

assert (Ix[i] <!p);
i:=i+1;} :com

The meta variable k > 0 represents the size of array x, which will
be replaced by several different values. In the above term, first the
input expression y is copied into the local variable p. Then the
non-local array x is examined to check if all its elements are less or
equal to the value stored in p. If this is false, the assertion fails.
The symbolic model for this term is given in Fig. 3. The array
x[k] is given a symbolic representation [10] where the array size
k and the index of the array elements represent symbols. We use
symbols I and P to track the current values of local variables i and
p- The symbol I is used to represent the index of an array element.
If the value Z read from the environment O for some array element
X|[I], where 0 < I < k, is less or equal to the value Y read from
the environment O for undefined expression y, then the assertion
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[ Bench. ][_dl Max-M I Fin-M I Iter I Time [ Time-Abd ]
Motivate M || 3 29 13 3 3.07 s 270s
Motivate M || 5 41 17 5 520s 4.61s
Motivate M 7 53 21 7 8.53 s 7.55s

Linears 3 19 11 3 6.51s 6.10 s
Linears 5 26 13 5 66.4 s 64.5 s
Linearg 6 41 14 6 2039 s 200.2 s

Table 2: Performance results.

is valid. Otherwise, the assertion fails and an unsafe behaviour is
exercised. To successfully analyze an array with size k > 0, we
need to have a bounded exploration with d = k. For example, when
k = 1, the feasible unsafe play is when x[0] (i.e. symbol Z) is
greater than y (i.e. symbols Y and P). We obtain a multi-abduction
query, and the solution to the initial abduction query is (Z < Y).
Then we call Yices to find a model of (Z < Y), thus obtaining
(Z = 0,Y = 0). By fixing (Y = 0), we solve abduction query
Rz(Z) A(Y =0) = (Z <£Y), thus obtaining (Z < 0). By fixing
(Z < 0), we solve abduction query Ry (Y)A (Z <0) = (Z<Y),
thus obtaining (Y > 0). Finally, we report the following safe models
for y: read? - [?Y >0, YY) and for x[0]: read1%1 . [2Z <0, z*[0]y.
In Table 2, we represent performances for analyzing the motivat-
ing example M from Section 2 (denoted Motivate M) as well as the
linear search term for different values of k = 3,5, and 6 (denoted
Lineary). We list the exploration bound d, the size of the biggest
game model generated during analysis Max-M, the size of the final
game model in the last iteration Fin-M, the number of iterations per-
formed Iter, the total time taken to analyze a term Time, and the
time taken by EXPLAIN to solve abduction queries Time-Abd (both
in seconds). We ran our tool on a 64-bit Intel® Core™ i7-1165G7
CPU@2.80GHz, VM Ubuntu 18.04 LTS, with 8 GB memory. We can
observe that as the exploration bound d increases, the number of it-
erations and running times increase as well. In the case of Lineary,
we observe the exponential growth of time mostly due to the fact
that EXPLAIN needs more time for solving abduction queries. In
fact, note that EXPLAIN takes more than 90% of the total analysis
time. For bigger values of k, we obtain longer counterexamples with
more constraints, which leads to more complex abduction queries.

7 CONCLUSION

In this work, we have proposed a novel approach for inferring
weakest safe model specifications of unknown identifiers in the
settings of game semantics and we have shown the effectiveness of
this approach on some practical examples.
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