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Abstract

This paper introduces a novel approach for synthesizing assertion-
safe #if-guards (presence conditions) in numerical program fam-
ilies (Software Product Lines - SPLs). Given a partial SPL with
missing #1if-guards, our approach synthesizes concrete predicates
defined over numerical features that are strong enough to prove
the assertions in all variants of the given SPL. Moreover, the #if-
guards synthesized by our approach are the simplest and the weak-
est among all possible that guarantee the assertion validity. To
address this problem, we use abstract interpretation-based forward
and backward lifted (SPL) analyses to generate constraints that are
then solved by using the logical abduction technique.

We have implemented our approach in a prototype synthesis
tool, called SPLSynthesize, for #if-annotated SPLs written in C.
We show that our tool is able to successfully synthesize assertion-
safe presence conditions defined over numerical features for some
interesting C program families.
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1 Introduction

Software Product Line (SPL) Engineering [6] has been successfully
applied in industry to meet the need for custom-tailored software
via building families of related software systems. End users can
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derive different single programs, called variants, from an SPL (pro-
gram family) that are suitable to particular application scenarios.
The variants (family members) are specified in terms of concrete
values assigned to numerical features (statically configured options)
[7] relevant for that particular variant at compile-time. This way, the
features are used to control the presence and absence of software
functionality. The popular #if directives from the C preprocessor
CPP [32] represent the most common way to implement SPLs. An
#1if directive specifies under which presence conditions (i.e., feature
selections or feature expressions), parts of code should be included
or excluded from a variant at compile-time. SPLs are today quite
popular in the embedded and safety-critical systems.

Recently, various verification and static analysis techniques have
been developed to ensure the semantic correctness of SPLs by using
specialized so-called lifted (SPL) algorithms [1, 3-5, 15, 16, 25, 28,
29, 36-38], which allow simultaneous verification/analysis of all
variants of an SPL in a single run by exploiting the commonalities
between the variants. These tools can detect various types of bugs
(errors). However, the identified bugs are difficult to understand,
debug, and fix. This is especially so due to the variable nature of the
bugs in SPLs, variability bugs [23, 35], which may only be exposed
in certain variants under some selections of features but not in the
other variants. This property is the source of substantial difficulties
for analyzing/designing SPLs.

In this paper, we introduce a novel synthesis approach for the
design of safe SPLs with respect to assertions. In particular, suppose
that a programmer wishes to write a region of code S implementing
a given functionality, but S can make assertions to fail in some
variants. In our approach, the programmer embeds S within the
scope of an unknown #if-guard ?? given in the following form:
“#if (??) S #endif”. Our approach uses a new guard synthesis
algorithm to compute a predicate G over features (i.e., feature ex-
pression), such that when ?? is replaced by G, all assertions within
the resulting complete SPL (i.e., within all its variants) become valid.
Therefore, our approach goes beyond verification/static analysis: it
not only guarantees the assertion validity, but also helps program-
mers write safe-by-construction code. That is, the programmers are
only asked to mark which code snippets must be protected by an
#1if-guard, and our approach will statically infer a single feature
expression that guarantees the assertion validity of all variants in
the SPL.

Our synthesis algorithm consists of two phases: constraint gener-
ation based on lifted (SPL) abstract analyses and constraint solving
based on logical abduction. More specifically, in the first phase,
we use forward and backward lifted analyses of SPLs [15, 26, 28]
based on abstract interpretation [8, 34]. The forward analysis works
similarly to strongest postcondition inference by propagating the
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input fact towards the final locations, thus computing the lifted
invariant postcondition before the hole. The backward analysis
works similarly to weakest precondition inference by propagating
the assertion fact towards the initial locations, thus computing
the sufficient precondition that ensures assertion validity after the
hole. The elements of the lifted analysis domain are decision-trees,
in which decision nodes are labelled with linear constraints over
numerical features, whereas leaf nodes are labelled with linear con-
straints over program variables. The decision nodes recursively
partition the space of all variants, whereas the program properties
at the leaf nodes provide analysis information corresponding to
each partition. The efficiency of the decision-tree lifted domain
comes from the opportunity to share equal subtrees, in case some
program properties are independent from some features. Let us
assume that the forward lifted analysis computes a lifted invariant
(premise) P representing the facts known before the hole, while the
backward lifted analysis computes a lifted sufficient precondition
(conclusion) C that guarantees that the code after the hole satisfies
all assertions. Subsequently, in the second phase, we use abduction
[2, 10, 14, 24] to find missing hypothesis in a logical inference task.
That is, the abduction infers the simplest and most general expla-
nation E such that PA E |= C and P A E [ false. The first condition
states that the abduction solution E together with premise P should
imply conclusion C, whereas the second condition states that the
abduction solution E should not contradict premise P. Finally, we
use the explanation E to synthesize a feature expression for the
missing hole ??.

We have implemented our approach in a prototype tool, called
SPLSynthesize. For the constraint generation phase, the tool uses
the numerical abstract domains (e.g., Polyhedra [9]) from the APRON
library [31] for generating linear constraints, and the decision-tree
lifted domain from the SPLNum? ANALYZER tool [26, 28] for per-
forming lifted (SPL) abstract analyses. For the constraint solving
phase, the tool calls the EXPLAIN tool [10] for logical abduction
and the MISTRAL tool [11] for SMT solving. We experimentally
evaluate this approach on a selected set of benchmarks written in
C, which are taken from the SV-COMP and the literature [28, 33].
The experiments demonstrate the practicality of our approach. This
work brings the following contributions: (1) We explore the idea of
synthesizing arbitrary feature expressions for missing #if-guards
in SPLs; (2) We show how this #1if-guard synthesis problem can
be solved by interaction between lifted (SPL) abstract analyses and
logical abduction; (3) We implement our approach, and we present
the evaluation results for various interesting SPLs.

2 Motivating Examples

To illustrate our approach, we now present two motivating exam-
ples. Consider the SPL intro.c shown in Fig. 1, which contains
an unknown #if-guard ??. There is only one available numerical
feature A with domain [0,49] = {0, 1, ..., 49}, which induces the fol-
lowing set of valid configurations K = {(A=0), (A=1),..., (A=49)}.
For each configuration from K, we can derive one variant (single
program) from intro. c by assigning a concrete value to the feature
A and by appropriately resolving #if directives at compile-time.
Hence, the variant for configuration (A=0) will have feature A set to
0 and so the statements at locs. @) and () become: x = x+1, whereas
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the variant for configuration (A=10) will have feature A set to 10
and so the statements at locs. (2) and (3) become: skip. In such
program families, it may happen that bugs (e.g., assertion violation)
are variable (variability bugs), i.e. they may occur in some variants
but not in the others. For example, if the code at loc. (O, x = x-1, is
included in variants satisfying (A < 1) then the assertion will fail
only for the variant (A=2) but it will be valid for all other variants.
Our aim is to complete the hole ?? in loc. (4 so that the assertion is
valid for all variants. Moreover, the synthesized guard for ?? should
be the most general, so that the code in loc. () is included in as
many variants as possible.

Our approach proceeds in two phases, consisting of constraint
generation and constraint solving. In the first phase, our approach
performs forward and backward lifted abstract analyses that com-
pute lifted numerical invariants and sufficient conditions. They
are performed on a decision-tree (lifted) abstract domain param-
eterized by the Polyhedra abstract domain [9]. The leaves in the
decision-tree lifted domain are polyhedra linear constraints over
program variables (x), whereas decision nodes are polyhedra linear
constraints over features (A). The edges are labelled with the truth
value of the decision on the parent (decision) node: we use solid
edges for true (i.e., the constraint in the parent node is satisfied)
and dashed edges for false (i.e., the negation of the constraint in the
parent node is satisfied). The (over-approximating) forward lifted
abstract analysis of intro. c infers the lifted invariant represented
by the decision-tree in Fig. 3a at loc. () before the hole. The (under-
approximating) backward lifted abstract analysis of intro.c starts
with the assertion fact (0 < x < 1) at loc. (8, and by propagating it
backwards it infers the lifted precondition shown in Fig. 3b (resp.,
Fig. 3¢) at loc. (O (resp., loc. (9)) after the hole. Note that the lifted
facts (invariants and preconditions) are disjunctive properties rep-
resented as decision-trees. For example, the decision-tree in Fig. 3a
can be written as the following disjunctive formula (constraint) in
first-order logic: (A < 2Ax=2) V(3 < A< 5Ax=1)V (A > 5Ax=0).
Furthermore, note that in all decision-trees (disjunctive properties)
the domains of features are implicitly assumed. For example, the
decision-tree in Fig. 3b means that the fact (1 < x < 2) holds
for all valid variants in %, that is, it corresponds to the formula:
(0 <A< 49A1<x<2). We use these inferred facts to construct
two abduction queries (constraints):

(A<2Ax=2)V(3<A<5AX=1)V(A>5AX=0)) ARy (A) =
(1<x<2)
(A<2Ax=2) V(3<A<5AX=1)V (A>5AX=0)) ARgr(A) =
(6<x<1)

The left-hand side of the above implications encodes the generated
constraints up to the hole ??, and the unknown predicates R;;(A)
and Rff(A) encode the constraints over the feature A. The right-
hand side of the above two implications encodes the postconditions
ensuring that the assertion must be valid when the protected code
of the #if-guard ?? (i.e., the statement at loc. ()) is taken and not
taken into account, respectively. In the second phase, we use the
abduction procedure [10] to solve the above queries (constraints) for
Ryt (A) and Ryr (A). The logically weakest and simplest solutions we
obtain are: R¢¢(A) = (A < 5) and Rgr(A) = (A 2 3). Then, we check
whether =R;;(A) = Ryy(A) using an SMT solver. The intuition
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void main(){

(1) int x = 0;

() #if (A < 2) x = x+1; #endif
() #if (A < 5) x = x+1; #endif
(O #if (2?) (O x = x-1; #endif
(5 assert (0 <x<1);

}

Figure 1: intro.c.

\
\

(a) Tree at loc. (®.

h<x<? o <x<1
(b) Tree at loc. (. (c) Tree at loc. (.

Figure 3: Decision-trees in intro.c (solid edges = true, dashed
edges = false).

behind this check is that if the hole ?? is replaced with R;;(A),
then for all variants satisfying —R;; (A) the statement at loc. (© will
not be executed, so they should also satisfy R¢r(A) describing the
maximal set of variants for which the assertion remains valid when
the statement at loc. (t) is not executed. Since the above implication
is valid, i.e. =(A < 5) = (A > 3), we fill the hole ?? in loc. ®
with (A < 5) as the most general condition for the assertion to
hold. Observe that there are other guards that ensure safety, such
as (A < 2), but they are not sufficiently general.

Consider spl.c shown in Fig. 2, which contains two features
¥ = {A, B} where A is a numerical feature with the domain [0, 49]
and B is a Boolean feature. Thus, the set of valid configurations
is K = {(A=0) A B, (A=1) A B, ..., (A=49) A B, (A=0) A =B, (A=1) A
—B,...(A=49) A =B, }. The forward lifted abstract analysis infers
the invariant (A < 5 Ay=n+1 Az=n+1) V (A > 5 Ay=n A z=n+1) at
loc. (®. The under-approximating backward lifted abstract analysis
starts by propagating the assertion fact (z >y) backwards. After
the missing #1if-guard, it infers that the lifted precondition at loc.
®is (BAz>y) V(=B A z>y+1), while the lifted precondition at
loc. @ is (B A z+2>y) V (=B A z+1>Yy). ! Then, we construct two
abduction queries:

((A £ 5Ay=n+1Az=n+1) V (A > 5 A y=nAz=n+1)) A Ry(A,B) =
(BAz>y) V (-BAz>y+1)

((A<5Ay=n+1Az=n+1) V (A > 5/\y=n/\z=n+1))/\Rff(A,B) =
(BAZ+2>y)V(-BAZ+1>Yy)

IThe inferred preconditions guarantee that the assertion is valid for any non-
deterministic choice of the integer interval [1, 2]. Note that if the over-approximating
backward lifted analysis is used instead of the under-approximating one, we will
infer the necessary preconditions that may lead to the assertion validity for some
non-deterministic choices of [1, 2].
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void main(int n){

(1) int z = n+1;

() #if (A<5)y=2z; #elsey = n; #endif
() #if (??) (O y = y+2; #endif
®z=z+1,2];

() #if (B) z = z+1; #endif

(o) assert(z > vy); }

Figure 2: spl.c.

The found weakest solutions are: R;+(A,B) = (A > 5 A B) and
Rff(A,B) = true. Since =Ry (A,B) = Rff(A,B) is valid, we fill
the hole ?? at loc. (® with (A > 5 A B).

3 Background

In this section, we introduce a language for writing program fami-
lies as well as its concrete and abstract semantics. Furthermore, we
also define the logical abduction problem.

3.1 Syntax

Let ¥ = {Aj,...,Ap} be afinite and totally ordered set of numerical
features available in a program family. The domain of a numerical
feature A € ¥, denoted dom(A) C Z, represents the set of possible
values that can be assigned to it. For example, the domain of a
Boolean feature B € ¥ is dom(B) = {0, 1}. A configuration is a
valuation function k € K = ¥ — Z, which represents a mapping
that assigns a value from dom(A) to each feature A. We assume
that only a subset K of all possible configurations are valid. Any
valid configuration k € K specifies one variant of a program family.
Alternatively, we can represent a configuration by a propositional
formula: (A1 = k(A1) A ... A (Ap = k(A,)). We define complete
feature expressions as the set of propositional logic formulas over
constraints of ¥ generated by:

0 u=true|egraer | 0|0AD, eF=neZ |AcF |eqrDes

where e {<,<,=,#} and ® € {+,—, %, /}.

We use a simple C-like imperative language to illustrate our
work. The program variables Var are statically allocated and the
only data type is the set Z of mathematical integers. To encode
multiple variants, the preprocessor conditional statement is in-
troduced “#if (0) s #endif” [32], such that only if the presence
condition 0 € FeatExp(¥F) is satisfied by the configuration k € K
the statement s will be included in the variant corresponding to k.
To encode unknown #if-guards, we use the hole constructs ??;
representing placeholders that the synthesizer must replace with
suitable complete feature expressions 8’, such that the resulting
completed program family will satisfy all assertions. The syntax of
the language is:

s (s € Stm) == skip|x=ae |s;s |if (be) selses |while (be)dos |
#if (0) s #endif|s or s|assert(be)

ae (ae € AExp) :==n € Z | [n,n’] | x € Var| ae®ae,

be (be € BExp) ::= aer<ae | —be | be A be | be V be,

0 (0 € FeatExp(F)) == 0"|7?;

where “or” non-deterministically chooses to execute either of its
arguments, and [n, n’] ranges over integer intervals denoting a
random choice of an integer in the given interval.
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Any other preprocessor conditional constructs can be desugared
and represented by #if. E.g., #if (o) so #elif (61) s1 #endif is
translated into #if (0y) so #endif; #if (=0pA01)s; #endif. We
assume that statements are tagged with unique syntactic labels
I € L. Without loss of generality, we assume that a program family
P is a sequence of statements followed by a single assertion “I; :
s;lp e assert(bel)”. We say that P is complete program family if
it contains no hole constructs. Otherwise, we say that P is partial
program family.

Let H be a set of uniquely labelled holes ??; in partial program
family P. A control function ¢ : H — FeatExp(¥) is a mapping from
holes to complete feature expressions. We say that ¢ is complete if
dom(¢) = H, i.e. ¢ is defined for all holes in the program family.
Otherwise, we say that ¢ is a partial control function. We write
P[#] to denote the program family obtained by substituting each
??; in P with ¢(27?;), if ¢(??;) is defined.

Definition 3.1. A complete control function ¢ is a solution to the
synthesis problem defined by a partial program family P if P[§] is
a complete family that satisfies its assertion.

A solution ¢ is the weakest if no ¢(??;) can be weakened. That is,
for any €’ that is logically weaker than ¢(??;), ie. §(??;) = ¢’,
the map ¢[??; — 6’] is not a solution.

3.2 Concrete Semantics

The semantics of a program family is defined in two phases. First,
the preprocessor CPP [32] takes a program family s and a config-
uration k € K as inputs, and produces a variant (single program
without #1if-s) as the output. Second, the standard single-program
semantics [19, 34] is used to evaluate the obtained variants.

The first phase is specified by the projection function P (where
k € K), which is an identity for all basic statements, e.g. Pr(x=ae) =
x=ae, and recursively pre-processes all sub-statements of compound
statements, e.g. Pi(s;s”) = Pr(s);Px(s”). For “#if (6’) s #endif”,
where 0 is a complete feature expression, the statement s is in-
cluded in the variant for k € K'if k |= 6. Note that for any complete
feature expression ¢’, either k |= 6’ holds or k £ 6’ holds since k €
K is a valuation function. That is, we have: P (#if (6’) s #endif) =

Pr(s) ifkEO

skip ifk [0’
tion is a hole construct ??; we consider both possibilities of includ-
ing and excluding s from the resulting variants. That is, we have:
Pr(#if (27?;) s #endif) = Pr(s) or skip.

The second phase, which is used for evaluating variants, is spec-
ified by the memory store, denoted o € ¥ = Var — Z, which is a
mapping from program variables to values. The concrete domain is
the powerset complete lattice (P(Z), S, U, N, 0, 2). We define the
semantics of arithmetic expressions [[ae]] : ¥ — $(Z) and boolean
expressions [[be]] : & — P({true,false}) as the sets of possible
(numerical and boolean) values for expressions ae and be in a given
store o € 3. For example, [[n]lo = {n}, [[[n,n']llo = {n,...,n"},
and [[x]]o = {o(x)} for any o € X. We consider two concrete se-
mantics/analyses of statements: an invariance (forward) semantics

[[—s]]) :P(2) — P(2) [8, 19] that infers a set of reachable stores (in-

variants) from a given set of initial stores; and a sufficient condition
P
(backward) semantics [[s]] : P(Z) — P(Z) [19, 34] that infers a

. On the other hand, when the presence condi-
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set of stores (sufficient condition) from which only stores satisfying
a given postcondition are reached. For example, we now define
the concrete semantics of assignment and “or” statements. Given

—_—

a set of states S € P(Z), we have that [[x = ae]|S = {o[x — n] |

€S, ne[[ae]lo} is the set of final states reachable after executing
-

x = ae, whereas [[x = ae]|S = {0 | Vn € [[ae]|o,o[x + n] € S}

is the set of initial states such that any execution of x = ae from

_— —_— —_—
them leads to a state in S. Moreover, [[s1 or s2]|S = [[s1]|S U [[s2]]S
— — —
and [[s; or s2]]S = [[s1]]S N [[s2]]S. The full list of definitions of
i P
[[s]] and [[s]] can be found in [19]. The semantics of a while-loop

is given in a fixed-point formulation [8, 34] using the least and
greatest fix-point operators 1fp and gfp.
We say that a complete program family P = [; : s; [ : asse rt(bel)
is buggy if there exists a configuration k € %, such that the assertion
_—

in Pr(P) is not valid, i.e. [[P(s)]]Z &€ {o€X| [[bef]]O' = {true}}
for some k € K. Unlike the single programs, we can see that bugs
in complete program families can be variable and only cause the
assertion failures in certain variants. We say that a complete pro-
gram family P is correct if for all k € K, the assertion in P¢ (P) is

valid, i.e. [[Pr(s)]]Z S {o € X | [[bef TJo={true}} for all ke K.

3.3 Abstract Lifted Analyses

The concrete semantics and analyses are uncomputable since our
language is Turing complete. Therefore, we now define computable
lifted abstract analyses that are approximations of the concrete
semantics and analyses, which rely on the decision-tree lifted domain
[26, 28].

Abstract domains for leaf nodes. We assume that numerical ab-
stract domain D defined over a set of variables V is equipped
with sound operators for concretization yp, ordering Ep, join Lip,
meet Mp, the least element (bottom) Lp, the greatest element
(top) Tp, widening Vp, narrowing Ap, and lower widening vp,.
There are sound over-approximating forward transfer functions
for expression-based tests FILTERp, : BExp X D — D and forward
assignments ASSIGNp : Stm X D — D, as well as sound under-
approximating backward transfer functions for expression-based
tests B-FILTER}) : BExp X D — D and backward assignments
B—ASSIGNB : Stm X D — D. In particular, FILTERp (be, d) returns
an abstract element from D obtained by restricting d to satisfy the
test be; ASSIGN[ (x=ae, d) returns an updated version of d obtained
by abstractly evaluating x=ae in d; B-FILTER| (be, d) returns an ab-
stract element from D such that by restricting it to satisfy test be
produces d; and B-ASSIGNY/ (x=ae, d) returns an abstract element
from D such that by abstractly evaluating x=ae in it produces d.
We let 1fp” (resp., gfp*) denote an abstract fix-point operator de-
rived using widening and narrowing (resp., lower widening) that
over-approximates (resp, under-approximates) the corresponding
concrete operator 1fp (resp., gfp). In practice, the domain D will
be instantiated with some known numerical domains, such as the
Polyhedra domain (P,Cp) [9] whose elements are conjunctions of
polyhedra linear constraints of the form a1 x1+. . .+ apxp + g = 0,
where x1,...xp € V,a1,. .., 0, Ay € Z. We will sometimes write
Dy to explicitly denote the set of variables V over which the domain
D is defined.
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We replace the computation in the concrete domain P () with
a computation in the abstract domain Dyy, that is defined over
program variables Var, so that there is a concretization based ab-
straction (P (2), Q)&(D, Cp). 2 We will use domain Dy, to im-
plement leaf nodes of decision-trees.

Abstract domains for decision nodes. Given the abstract domain
Dy, we will construct the finite set Cp,. of linear constraints over
features ¥ by Galois connection (acy,, yc,) between (P (Cp), Ep)
and (D, Cp). The concretization function yc, : D — P (Cp) maps
a conjunction of constraints from D to a finite set of constraints in
P (Cp). We will use Cp, to implement decision nodes of decision-
trees.

We assume the set of features ¥ = {Aj,...,Ap} to be totally
ordered, such that the ordering is A} > ... > A,. We impose a total
order <¢; on Cp to be the lexicographic order on a1, ..., an and
ap+1 of the linear constraints, such that:

(a1-A1+.. +an-Ap + ans120) <gp (a]-A1+.. +ay-Ap+a,,  20)
&= Fj>0Vi<j(a=a)A(aj< aj’.)

The negation of linear constraints is formed as: =(a1A1+. .. anAn+
an+1 > 0) = —a1A) — ... — apAy — apt1 — 1 > 0. For example,
the negation of A —3 > 0is —A+ 2 > 0. To ensure canonical
representation of decision-trees, we only keep the largest constraint
with respect to <, between ¢ and —c.

Abstract domain for decision-trees. A decision-treet € T(Cpy, Dyar)
over the sets Cp,. of linear constraints defined over features ¥ and
the leaf abstract domain Dy,, defined over program variables Var
is: either a leaf node <d> with d € Dy, or [[c : t], tr]], where
¢ € Cpy (denoted by t.c) is the smallest constraint with respect to
<cy appearing in the tree ¢, ¢! (denoted by .I) is the left subtree of
t representing its true branch, and tr (denoted by t.r) is the right
subtree of t representing its false branch. The path along a decision
tree establishes the set of configurations (those that satisfy the en-
countered constraints), and the leaf nodes represent the analysis
properties for the corresponding configurations. We often omit to
write Cp,- and Dyg, in the domain T(Cp,, Dyay) when they are
clear from the context.

By lifting the operators and transfer functions for the base ab-
stract domain D, we can define the operators and transfer functions
for the lifted decision-tree domain T [15, 26, 28]. Thus, there are
sound operators for concretization yr, ordering Cr, join LiT, meet
mT, bottom LT, top TT, widening VT, narrowing AT, and lower
widening V.. There are also sound over-approximating forward
transfer functions for expression-based tests FILTERT : BExp X
T — T, forward assignments ASSIGNT : Stm X T — T, and
feature-based tests FEATFILTERy : FeatExp(F) x T — T, as
well as sound under-approximating backward transfer function
for expression-based tests B—FILTER%‘F : BExp X T — T, backward
assignments B—ASSIGN% : Stm X T — T, and feature-based tests
B-FEATFILTERY. : FeatExp(F) X T — T. The transfer function
FEATFILTERT (0, t) returns a decision-tree obtained by adding the

2Concretization-based abstraction uses only a concretization function yp : D — P (X)
and represents a relaxation of the known Galois connection abstraction, which uses
two functions: abstraction and concretization. However, some abstract domains (e.g.,
Polyhedra) do not enjoy Galois connection, but only the relaxed concretization-based
abstraction.
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[[skiplif = ¢
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521l E (FILTERT (=be, 1))
[#if () s #endif]|#t =
5111 (FEATFILTER (6, 1)) Uiy
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[[while be do s[|#t = FILTERy(—be, 1fpf ¢ﬂ)

¢ﬂ(x) = t U [[s]1# (FILTERT (e, x))

—_—
Figure 4: Lifted invariance analysis [[s]]‘:t :T—>T.

constraint 0 to the tree ¢, thus discarding all paths of ¢ that do not
satisfy 6, whereas B-FEATFILTERY (6, t) represents the correspond-
ing backward transfer function. We refer to [15, 26, 28] for their
exact definitions.

Lifted analyses. The operations and transfer functions of the
lifted decision-tree domain T(Cp,, Dygy) can be used to define
lifted invariance (resp., sufficient condition) abstract analysis that
is over- (resp., under-) approximation of the corresponding con-

—
crete analysis. The lifted invariance abstract semantics [[s]]'i is
defined in Fig. 4, whereas the lifted sufficient condition abstract

- —

semantics [[s]]u is defined in Fig. 5. For a while loop, 1fph ¢ﬁ and
—

gfphl ¢)ﬂ are the limits of the following increasing and decreasing

=
chains: yo = t, yp+1 = yn VT ¢ﬁ(y,,) for forward analysis; and yo =
—

B-FILTERY.(=be, ), Yn+1 = YnVy ¢ﬁ(yn) for backward analysis.
Since we have FEATFILTERT(0,t) CT t and B-FEATFILTER%(@, t) It
t, we will use the following definitions: FEATFILTERT(??;,t) = t,
B-FEATFILTER}.(??;,t) = t to handle holes ??; as missing #1if-
guards.

By using the soundness of the abstract domains D [8, 34] and T
[15, 26, 28], we can establish the soundness of lifted abstract anal-
yses with respect to concrete semantics. Given ¢ € T(Cp,, Dygy),
we denote by 7 (t) € Dyy, the leaf node of ¢ that corresponds to
the variant k € K.

ProposITION 3.2 ([15, 26, 28]). Forallt € T and all k € K,
[P () Ty (e (8)) € e ([ T#6); [Py ()M (i () 2 e ([LsT1#o).

3.4 Abduction

The standard abduction allows the inference of a single unknown
predicate R(x) defined over a vector of variables x, known as ab-
ducible, from a formula R(x) A y = C. That is, the standard abduc-
tion finds a formula ¢ over variables x, such that (1) ¢ A y [~ false;
and (2) § A y | C. A solution ¢ to the standard abduction prob-
lem is an interpretation of R(x) that strengthens the left-hand
side of the implication in order to make the implication logically
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[Ts1 or sall*t = sl e szl

[[x = aell*t = B-ASSIGNY (x = ae, )

[[s1 ; szJ]ﬁt = [0 ([Ts201)

[[if be then s; else sp]|*t =B-FILTERY (be, s 1t0n:

B-FILTERY (~be, is211t)

[#if (0) s #endif]]ﬁt:([[s_l]]ﬂ(B—FEATFILTER%(Q, 1))

([[s—z]]ﬂ(B—FEATFILTER%(—'G, t)

([[whilemﬁt = gfph ;ﬁ
‘i’ﬁ(x) B-FILTERY.(be, t)MyB-FILTERY (be, [[s IsT%x)

—
Figure 5: Lifted sufficient condition analysis [[s]]tt :T—T.

valid. Every solvable abduction problem has an unique logically
weakest solution. The procedure Abduce(y, C, x) that solves the
problem R(x) A y = C is implemented in the EXPLAIN tool [10].
It computes the logically weakest (i.e., the most general) solution
containing the fewest number of variables.

ProposITION 3.3 ([10]). If the abduction problem is solvable, then
Abduce(y, C, x) terminates with an unique weakest solution contain-
ing a fewest number of variables.

4 Synthesis Algorithm

In this section, we describe our synthesis algorithm for automat-

ically synthesizing complete feature expressions for the missing

#1if-guards in a partial program family. In particular, we employ the
AN —

lifted abstract analyses, [[s]]¢i and [[s]]ﬁ, for constraint generation
as well as the logical abduction procedure, Abduce, for constraint
solving.

High-level description. The SPLSynthesize(P, H) procedure is
shown in Algorithm 1. It takes as input two parameters: a partial
program family P = [; : 531 assert(bef) and a set of holes H in
P, and returns as output the weakest solution or 0 if no solution
exists. For each hole ??; in H, we first generate an initial solution,
a complete feature expression 67, where all other holes are treated
as non-deterministic choices over Booleans, P ({true, false}) (lines
2-7). First, we identify the statement “I: #if (?7?;)l;: s; #tendif "
in which ??; occurs by using Extract(P, ??;) procedure (line 3).
Second, we construct a partial control function g{)?d” , such that
¢l.”det(??i) = 1 (undefined) and ¢l.”det(??j) = P({true, false})
for all other ??; € H (line 4), and we construct a program family
P[gb?d”] in which the hole ??; is the only one. This has the effect of
treating any hole other than ??; in P[¢>?d€t ] as a non-deterministic
choice. Finally, we call the one-hole synthesis procedure, called
OneHoleSynth(P[qilf’d”], L,1;,1") to generate the solution ] corre-
sponding to hole ??; that is located after label I and before labels I;
and I’ (line 5). This way, we generate an initial complete control
function ¢ : [??; + 6] by using the above initial solutions for all
holes ??; in H.
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Algorithm 1: SPLSynthesize (P, H)

Input: Program family P, and a set of holes H
Output: Complete control function ¢ or an empty set
1¢9:=¢" :=0;
2 for (??; € H) do
s | L#if (22)) Iy sy #endif I/ = Extract(P, 2?;) ;
4 | grdet:= 22 1] W {[22; P({true, false})] | j # i} ;
5 0! = OneHoleSynth(P[qS;’d”],l, I,V
6 if (0] = 0) then return 0 ;
7 L ¢=9W [ 0]
8 whlle (¢ #¢’) do
9 if (¢’ # 0) then ¢ =¢';¢' =0
10 for (??; € H) do

1 I: #if (2?;) I;: sy #endif I’ := Extract(P, ?7;) ;
12 di=P[?? > 1] ;

13 0!" := OneHoleSynth(P[¢;], 111, 1) ;

14 if (6] = 0) then return 0;

15 ¢ =9 W [?? 0]

16 return ¢

Algorithm 2: OneHoleSynth(P, [, I;,1")

Input: Program family P = I; : 5517 - assert(bef), and
labels I, 1;,I”
Output: Complete feature expression 0’ or empty set

Invﬂ = ﬁ)ﬂ TT;

cond? := {[s]|# FILTERy (bef, T7) :

Ret(F) := Abduce(Invi (1), Cond? (1;), F) ;

s Rpp(F) = Abduce(InvA (1), Cond* (1), ) :

if (unsat(Ry(F))Vunsat(Rr(F))) then return0;
return SMTCheck(R;: (F), Rrr(F))

-

)

©

5

=N

Subsequently, Algorithm 1 goes through an iterative while-
loop (lines 8-15) performing the weakening of the current solu-
tion ¢, thus generating more general solutions ¢’ until we obtain
the weakest solution. The algorithm terminates when the refine-
ment is no longer enabled, i.e. ¢ = ¢’ (line 8). In particular, in
each while-iteration we weaken the current solution ¢ by itera-
tively weakening @-solutions for all holes (lines 10-15). To weaken
the ¢-solution for each ??;, we fix the ¢-solutions 6, for all other
??; in a partial control function ¢;, such that ¢;(??;) = 1 and
$i(22;) = ¢(??;) for all other ??; € H (line 12). Then, we con-
struct a program family P[¢;] in which the hole ??; is the only
one. Finally, we call OneHoleSynth(P[¢;],,1;,1’) to find a weaker
feature expression 9;’ for ?7?; (line 13), which is located at statement
I: #if (27;) l;: sy #endif I”:. The generated 6] will be included
in the updated solution ¢’ (line 15). That is, we use the existing
solution given by the current control function for all other holes
and infer the weakest expression for ??; that implies the assertion
validity.
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One-hole Synthesis. The OneHoleSynth(P, 1, s, 1”) procedure, shown

in Algorithm 2, takes four parameters: a program family P = [; :
s;lp e assert(bel) with one hole in it and three labels: [, I;, and
I, where the hole ?? we want to handle is located (I is location
before ??, and I;, I’ are locations after ??). First, we call the lifted

forward abstract analysis [[s]]uTT to compute the lifted invariants

Inv# in all locations of s (line 1). Then, we call the lifted backward
—

abstract analysis [s]]ﬁtf, where tf = FILTERT(bef, TT) represents

the assertion fact, to compute the lifted sufficient conditions CondH
in all locations of s (line 2). Assume that Invi (1) is the inferred lifted
invariant at loc. [ before the hole, while Condﬂ(lt) and Condu(l’)
are the inferred lifted sufficient conditions at locs. I; and I, respec-
tively, after the hole. They ensure assertion-safety of the code that
come after the hole ??, such that Condﬁ(lt) includes the effects of
statement s;, whereas Cond#t (I") does not include the effects of state-
ment s;. We construct two abduction queries in which the premise
is Invt (1) and the unknown predicate is defined over all features 7.
The conclusions are Cond? (I) and Cond? (I") in the first and second
abduction query, respectively (lines 3, 4). They can be solved using
the standard abduction procedure Abduce [10], which returns the
unique weakest solutions. If one of the abduction queries is not
solvable, then an empty set is returned (line 5). Otherwise, we call
SMTCheck(R¢ (F), Ry (F)) to check if =R (F) = Ryp(F) by us-
ing an SMT solver (line 6), where Ry (F) and R rf (F) are solutions
of the first and second abduction query. This check is done to ensure
that if the hole ?? is replaced with Ry () then the assertion will
remain valid for all variants that will not execute the protected code
st by 22, that is, if k |F =Ry (F) then k | Ryp (F) for all k € K. If
the above implication is valid, then R+ (F) is reported as solution.
Otherwise, Ryt () is strengthen until =R+ (F) = Ryp(F) holds,
in which case the strengthen R;; () is solution.

Correctness. We now state the correctness result.

THEOREM 4.1. SPLSynthesize(P, H) is correct and terminates.
Furthermore, it returns the weakest solution.

ProoF SKETCH. The procedure SPLSynthesize(P, H) terminates
since all steps in it are terminating. The correctness of the pro-
cedure SPLSynthesize(P, H) follows from the soundness of the

il —

lifted abstract analyses [[s]]ﬁ and [[s]]li (see Proposition 3.2) and
the correctness of Abduce (see Proposition 3.3). The correctness
proof is by structural induction on statements s in program families
P=li:slp: assert(bef). O

Example 4.2. Let us consider the following program family intro-b.c,

which contains two holes 7?7 and ??;:

(O #if (221) @ x=x+1; #endif
) #if (22;) @) x=x-2; #endif
(v assert (0 < x < 2);

(D int x=0;
O #if (A < 2) x=x+1;#endif
() #if (A < 5) x=x+1;#endif

We first find initial solution for ??; (resp., ??2) under assumption
that ??2 (resp., 7?1) is a non-deterministic choice. For 7?1, we
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construct two abduction queries:

(A<2Ax=2) V (3<A<5Ax=1)V (A>5Ax=0)) ARL(A) =
(-1<x<1A1<x<3)

(A<2Ax=2) vV (3<A<5AX=T)V (A>5Ax=0)) A =

A R}f

(0<x<2A2<x<4)
Note that the right-hand sides (RHSs) of the above implications,
which represent sufficient conditions at locs. @) and (®, are the
under-approximations of the effects of executing and not executing
statement at loc. &) (x = x-2 or skip). We obtain R}t(A) =(3<
A < 5) and R}f(A) = (A < 2). Since ﬂR;t(A) = R}f(A) is not
valid, the reported solution for ??; is (false). For 2?3, we construct
abduction queries:

((A<2A2<x<3)V(3SAS5AT<X<2) V (A>5A0<x<1)) AR%(A) =
(2<x<4)

((A<2A2<x<3)V(3SAS5AT<X<2)V(A>5A0<x<1)) A =

/\R;f

(0<x<2)

Note that the left-hand side of the above implications, which repre-
sents the invariant at loc. (5), is the over-approximation of the effects
of executing and not executing statement at loc. @) (x = x+1 or skip).
We obtaiant(A) =(A<?2) andR}f(A) = (A > 3).Since —-R?t(A) =
Rjch(A) is valid, the reported solution for ??; is (A < 2).

In the second iteration, we weaken the initial solutions for ??;
and ?7,. For 7?1, we assume that ??3 is (A < 2), thus we obtain
the abduction queries by updating the RHSs of the above queries
for 7?7 with: (A > 2A-1<x<1)V (A <2A1<x<3) for the
first query and (A > 2 A 0<x<2) V(A < 2A2<x<4) for the
second query. Thus, we generate the solution (true) for ??1. In the
next iteration, we assume that ??; is (true), and we generate the
solution (A < 5) for ??;. Then, we report solutions (true) for ??;
and (A < 5) for ?7?,.

5 Evaluation

We now evaluate our synthesis approach based on decision-tree
lifted analysis. We compare its performances against approaches
that use tuple-based lifted analysis and variability encoding com-
bined with single-program analysis.

Tuple-based lifted analysis. The lifted tuple domain for represent-
ing lifted invariants and sufficient conditions is {[Txe% Dvar )-
That is, there is one separate copy of D for each configuration k € K.
Hence, the elements of the lifted domain are tuples t that maintain
one property element from D per configuration. All lifted opera-
tions and transfer functions are defined by lifting the corresponding
operations and transfer functions of the domain D configuration-
wise. We refer to [28] for precise definitions of all elements of the
lifted tuple domain. The tuple-based lifted analysis represents an
improvement over the “brute force” approach, which generates and
analyzes all individual variants one by one, as evidenced in the
literature [5, 28].

Variability encoding. The variability encoding approach [30, 39]
replaces compile-time variability with run-time variability (non-
determinism). In particular, a program family is transformed into a
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single program by encoding features with ordinary program vari-
ables that are non-deterministically initialized to any value from
their domain and by replacing #if-directives with ordinary con-
ditional if statements. The resulting single programs, called vari-
ability simulators, can be analyzed using single-program analyzers.
Unlike the lifted analyses, this approach does not consider disjunc-
tive properties arising from features, which leads to imprecisions
and rough approximations in the inferred results.

Implementation. We have implemented our synthesis algorithm
in a prototype tool, called SPLSynthesize. The abstract opera-
tions and transfer functions of the numerical abstract domains
(e.g. Polyhedra [9]) are provided by the APRON library [31], while
the decision-tree and tuple-based lifted domains are provided by
the SPLNUM? ANALYZER tool [28]. The abduction and SMT queries
are solved by the EXPLAIN [10] and the MISTRAL [11] tools. Our
proof-of-concept tool is written in OCAML and consists of around
7K lines of code. The tool accepts programs written in a subset of
C with #if-directives. It currently provides only a limited support
for arrays, pointers, struct and union types.

Experiment setup and Benchmarks. All experiments are executed
on a 64-bit Intel CoreT™ i5 CPU, VM Lubuntu 18.04, with 4 GB
memory, and we use a timeout value of 60 sec. All times are reported
as average over five independent executions. The tool artifact is
available from: https://zenodo.org/records/15839141. We compare
three approaches for #if-guards synthesis: (1) an approach based
on decision-tree lifted analyses; (2) an approach based on tuple lifted
analyses; and (3) variability encoding approach. We report TIME
which is the total time to resolve a given problem, ABDTIME which
is the time to solve the abduction queries in the given synthesis task,
and Prec which shows the precision of the reported solution. We
use: v/ when the weakest solution is found; and ~ when a stronger
than the weakest solution is found.

The evaluation is performed on several C numerical SPLs col-
lected from SV-COMP and the literature [28, 33]. In particular,
we use the following benchmarks: intro.c (Fig. 1), spl. c (Fig. 2),

minmax.c (Fig. 6),while. c (Fig. 7),mine. c (Fig. 8),Mysore. c (Fig. 9).

In all benchmarks, we assume that A is a numerical feature with
domain [0,49] and B is a Boolean feature. In the case of some bench-
marks from SV-COMP (e.g., minmax.c, while.c, Mysore.c), we
have manually added variability (features and #if-s) via presence
conditions with different complexities, from atomic to more com-

plex.

Performance Results (Decison-tree approach). Table 1, in col-
umn Decison-tree, shows the performance results of our ap-
proach, SPLSynthesize, on the given benchmarks.

Let us construct a new version of the example spl.c in Fig. 2,
denoted spl-b.c, by adding one additional #if with missing guard
atloc. (0: #if (2?;) () y = y-1; #endif. In the first iteration, we
obtain solutions R}t (A,B) = (BAA > 5) for ??; and th(A, B) =
(false) for ??5. For example, the abduction query for R}t (A,B) is:
((A < 5Ay=n+1Az=n+1)V (A > 5Ay=nAz=n+1)) AR;;(A,B) = (BA
z>yAz>y-1)V(-BAz>y+1Az >y). In the second iteration, by using
(BAA > 5) for 7?1, we obtain weaker solution R?t(A, B) = (true) for
??5. Thus, SPLSynthesize reports the final solutions (B A A > 5)
for 7?7 and (true) for ?7,.
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The program family minmax . c in Fig. 6 has a specification stating
that the returned value res is the minimum of two parameters n
and m when the feature A is greater than 5 and the maximum of n
and m otherwise. The lifted abstract analyses find the constraints:
(res=nAm> n) before the hole, as well as (A <5Am>n)V (A>5An >m)
and (A<5Ares>nAres>m)V (A>5An>resAm>res) after the
hole at locs. () and (D), respectively. The solutions of two abduction
queries are: R;;(A) = (A < 5) and Rgr(A) = (A > 5). Finally, we
obtain the solution (A<5) for ?? in 0.75 sec.

Consider the program family while.c in Fig. 7. The inferred
lifted invariant before the hole ?? is: (x=0 A y=0), while the lifted
sufficient conditions after the hole are: (A< 1AX>-10Ay > 0AX+y <
0)V(2<AAXZTOAY>0A2x+ty<-10)and (ASTAX>0AY>
OAX+Y<10) V (2<AAX=0Ay=>0 A 2x+y<10). The solutions of
abduction queries are: Ry¢(A) = (A<2) and Rgr(A) = (true). Thus,
we obtain the final solution (A< 2) for ?? in 0.78 sec.

Consider the program family mine. c in Fig. 8, which is taken
from [19, 33]. The lifted invariant before the hole is: (1=0A0 < j <5),
whereas the lifted sufficient condition after the hole at loc. () is:
(A<5AI>0A-1<j<104A1>j-4)V(6<A<IOAI>0A-1< <
204ANi>3-5)V(A>10A1>0A-1<j<204A21i>j-4). Note that
the lifted backward analysis infers conditions at all locations so that
all executions branching from those locations will satisfy the given
assertion. Thus, even if the non-deterministic choice [0,1] always
evaluates to 1 in the while-body, the final assertion will hold if
the above sufficient conditions at loc. () are met. By solving the
corresponding abduction query, we obtain the answer: (5<A<10)
for ?? in 0.77 sec.

By performing lifted abstract analyses of the program family
Mysore.c in Fig. 9, we obtain the lifted invariant before the hole:
(x+2c =2 A xtc <-1), whereas the lifted sufficient conditions after
the hole are: (A<3 A x+c>2) V (A>3 A x+c<-1) at loc. (), and
(A<3Ax+2c>2) V(A>3 Ax+2c<-1) atloc. (©. After solving the
abduction queries, we obtain the solution (A>2) for ?? in 0.78 sec.

Performance Results (other approaches). Table 1, in columns Tuple
and Variability encoding, shows the performance results when
tuple-based lifted analysis and variability encoding combined with
single program analysis are used for constraint generation. The
obtained results confirm that sharing enabled by decision-trees
is indeed effective and especially so for larger values of |X]|. On
our benchmarks, this translates on speed-ups Decision-tree vs.
Tuple of 2 times in average when | K| = 50 and of 2.8 times when
|| = 100. Both Decision-tree- and Tuple-based approaches
achieve the same precision by reporting the same weakest solu-
tions for all benchmarks. On the other hand, the Variability
encoding approach reports less precise results, since features are
considered as ordinary variables here. That is, it infers analysis
properties that represent linear constraints over both program and
feature variables, thus inducing flat conjunctive constraints in the
abduction queries. This way, we obtain the precise answer only for
intro.c, while in the case of intro-b.c and spl-b.c we obtain
(A<?2) and true for the second holes. In other cases, we obtain the
strongest solution: false.

Discussion. We observe that the constraint solving phase in all
three approaches (see ABDTIME column) takes more than 90% of the
total synthesis time for all benchmarks. By building more powerful
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void main(int n, int m){
intres=n;
if (m> n){
O#if (?2?) res = m; #endif O}
#if (A > 5)assert(res <mAres < n);
#else assert (res > mA res > n); #endif
return res;

}

Figure 6: minmax.c.
void main() {
int j =[0,5];
inti=0;
#if (2?) O j = j+1; #endif
while (i<100) {

i=1i+1;
#if (A >10)j= j+[0,1]; #endif
j=3j+l0,11;}

#if (A< 5)assert (j<105);
#else assert (j <205); #tendif }

Figure 8: mine.c.
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void main() {
intx=0; inty=0;
#if (27) x = x+10; #endif
while (x > 0) {

x =x-1;

#if (A= 2)y=y+2;

#elsey = y+1; #endif }

assert (y < 10); }

Figure 7: while.c.

void main () {
intx=10; intc=0;
#1if (B) x = x+10;
while (x+c > 0) {

X = X=C;

c=c+l; }
#if (2?) O x = x+¢;

#else () x = x+2c; #endif
#if (A<3) assert (x=>2);

#else assert (x<0); #tendif }

Figure 9: Mysore.c.

Table 1: Performance results of Decison-tree vs. Tuple vs. Variability encoding-based approaches. All times in sec.

Bench. ‘ % ‘ Decision-tree ‘ Tuple ‘ Variability encoding
‘ TiMme ABDTIME Prec ‘ Time ABDTIME Prec ‘ TiMe ABDTIME Prec

intro.c 50 0.752 0.740 Vv 1.112 1.005 v 6.766 6.751 v

intro-b.c | 50 3.076 2.996 v 4.441 4.231 v 3.018 3.001 ~

spl.c 100 0.772 0.755 v 2.103 2,011 v 0.767 0.758

spl-b.c 100 3.146 3.007 v 9.201 8.120 v 2.983 2.950 ~

minmax.c | 50 0.751 0.738 v 1.468 1.337 v 0.730 0.723

while.c 50 0.780 0.766 v 1.486 1.243 v 0.741 0.726 ~

mine.c 50 0.771 0.742 v 2.033 1.821 v 0.766 0.749 ~

Mysore.c | 100 0.781 0.751 v 3.158 2.234 v 0.762 0.735 ~

abduction solving tools, we believe that our approach will benefit
and will be able to handle larger and more complex benchmarks.

6 Related Work

Lifted analysis. In the past decade, many static analysis tech-
niques [3, 4, 15, 16, 25, 28, 38] have been successfully lifted to work
at the level of program families, rather than on single programs. The
lifted static analysis phrased in the abstract interpretation frame-
work [8] employs a lifted BDD domain [15] to analyze program
families with only Boolean features. Next, the lifted decision-tree
domain [16, 28] has been introduced to analyze numerical and ter-
mination properties of program families with both Boolean and
numerical features. Moreover, this domain has been extended to
analyze dynamic program families [25].

Lifted abstract analysis based on the decision-tree domain has
also been applied for variability fault localization of SPLs [23] by
using lifted error invariants [18, 20] to compute compact slices of
buggy SPLs relevant for the given bug. Moreover, the variability
fault localization has been combined with a mutation-based SPL

repair algorithm [21] in order to significantly speed-up the SPL
repair.

Abduction and synthesis. An algorithm for solving abduction
queries in first-order SMT theories is described in [10], which gen-
erates maximally general solutions. The SMT-based abduction has
been applied for loop invariant generation [13], for finding the most
permissive models of undefined functions to ensure safety of the
given programs [2, 24], for error explanation and diagnosis of er-
ror reports generated by verification tools [12], etc. The abduction
has been used to infer missing if-guards from low-level C code
such that all buffer accesses are memory safe [14]. However, this
approach uses Hoare logic-style inference mechanisms as well as
loop invariants provided by external tools in the constraint gen-
eration phase. Abstract static analysis and logical abduction are
combined in [19] to solve the generalized program sketching prob-
lem by inferring arbitrary arithmetic and boolean expressions for
the missing holes in the given (single-program) sketch [17, 27]. The
combination of abstract static analysis and SMT-based mutations
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has been used for automatic synthesis of imperative programs from
logical specifications [22].

7

Conclusion

In this work, we present an algorithm for automatically synthe-
sizing arbitrary feature expressions for unknown #if-guards in
program families. By experiments we show the effectiveness of our
approach on a variety of C benchmarks.
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